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Context is Critical




Without Context, You Can’t Take Appropriate Action
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AocTtaBKa [MpunoXxeHnun

BCEIAA PABOTET

PABOTAET GEbICTPO

PABOTAET BE3AE




CoctaB UHTenekTyanbHOU MraTtdopmbl F5 Networks

HenpeB3oiaeHHas NMporpaMmmMupyemMocTb: BctpoeHHas DevCentral
M3MEHAEMOCTb PacLLUMPAEMON 1 NPOrpaMMUpPyeEMON
apxutekTypbl (iRules, iApps un iControl) iRules iControl

QYHKUMOHaAbHble BO3MOXHOCTU: [1peAOoCTaBASAIOT OnTMMM3aLMS
AnHamMmunueckyto AoctaBky npuaoxeHun ot LOAa Ao

o AOCTynHOCTb
yCTpOMCTBa

Be3onacHocTb

MacwutabupyemocTtb U rubkocTb MpuroxeHus: CospaHbl AAA
obecneyeHns n3MeHsLWmnxcsa TpedboBaHUK >
NPOU3BOAUTEABHOCTH

TMOS

Hardware Software

© F5 Networks, Inc
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be3onacHOCTb U HAapeXXHOCTb Ha ocHoBe full proxy

S

KAuneHt/cepBep

Web npuaoxeHue MOHUTOPUHI 3A0POBbSA U UCMOAHEHUSA MPUAOXKEHUA Web npunoxeHue

(F— B

KAneHt/cepBep

MprUKAaAHOH HTTP proxy, HTTP DDoS u 3awurta npuAOXeHHUs MpukrapHOM

Ceccus SSL uHcnekuusa n cmsaryeHue SSL DDoS Ceccus

Cetb L4 Firewall: Full stateful policy enforcement and TCP DDoS mitigation Cetb

dusnueckui dusnyeckui

@7
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[TporpammHbie MOAYAU FD

Cuctema ynpaBaeHus BIG-1Q
RUIES iControl  Pacwupsiemoctb IApps iCall

ONTUMUIALINA AOCTYINHOCTb BE3OMNACHOCTb
APM

ASM
AFM

EENTE W
(S GEEHT .
S 22—
[ w0 —
BIG-IP BupTyaAbHbIM Yctpownctso BIG-IP LLaccu VIPRION

YctponctBa F5
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LTM - banaHCcUpoOBKa U
yripaBAEHME TPaAPUKOM BHYTPU

LIOA

GTM - YnpaBAeHWE HArpy3Koun u
pe3epBUPOBaAHUE AAS
pacnpeAeneHHbIX CUCTEM

AAM -YckopeHune paboTbl
MPUAOXKEHNN

AFM - PaclunpeHHbIn
MEXCETEBOU 3KPaH

ASM - lMpuknapHon akpaH WAF
APM - ynpaBAeHUE AOCTYINOM U
YAAAEHHOE MOAKAIOYEHME
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NokanbHafa 6anaHCUPOBKa B
AaTaLEeHTpax



APPLICATION PERFORMANCE AND HEALTH MONITORING

Advanced Load Balancing and Proxy
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Monitor and analyze < Achieve real-time * Application visibility

application and application availability and scale for capacity
© F5 Networks, Inc. network health and fail-over and troubleshooting 22




APPLICATION AND SERVER OFFLOADING

Data Center Optimization

HOME

SharePoint

4 )

VDI VDI VDI

© F5 Networks, Inc.

Virtualized apps
.

J

Offloading

é_i ==’ Cloud

Network Services TCP Connection

Decrease server * Increase VM density + Reduce costs by
requirements deploying fewer
services

23



AocTaBKa NpUAOXKEeHUU: content switching

Pool 2
Bpay3ep: Safari

Mobile banking

)@

G I S
N
. ]
. ]
JA
. ]
iIRule:
< If Browser = Safari
(é Bpaysep: [E10 > Go to Pool 2
' Pool 1
AR
If Browser = |E

> Go to Pool 1 Online banking

© F5 Networks, Inc. 24



[MopaepKKa BCeX aKTyanbHbIX overlay
N coBMEeCTUMOCTb C ynpasaqarowmiMmm CUCTeMaMU

SDDC
Orchestrator
\'2
OPEN
SDN Controller SN AS €5 BIG-IQ
.

MACLUTABUPYEMOCTb

OBHOBAAEMOCTb

v
----~

----------

Ethernet

NVGRE OVS MAC in GRE
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[nobanbHaA AoCTaBKa U
be3onacHoctb DNS



Control Traffic Based on User Location

Regional control improves user experience

© F5 Networks, Inc
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Control Traffic Based on User Location

Regional control improves user experience

\
\
\

\
\
‘ -
\ [E=etttom e o 55 @)
: \
[E=steton e o @) \ BIG-IP GTM

BIG-IP GTM \

BIG-IP GTM with IP \
geolocation database
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| MACLUTABHPYEMOCTS
[eorpaduyeckoe pesepBUpoBaHUe e . _

[oAb30oBaTeND BOCCTAHABAMBAEMOCTb

.
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DNS ataku

Koraa HapywieH DNS, 3aTpoHyTbl BCE CEPBUCHI

e Naxe atakn HeueAneHanpaBAeHHble Ha DNS
MOTYT HapPYLUUTb ero pabory

Y DNS aTtak ectb ABE XapaKTepPUCTUKU:
* /X Aerko co3paBaTtb

e OT HUX TAXENO 3alLUMLLIATLCSA

DNS cepBepa npoAoAXKatoT ObITb
NONYAAPHbIMU MULLEHAMM.

© F5 Networks, Inc

31



OnTumu3sauma U akcenepauua
NOCTaBKU NPUNOXKXEHUN



YckopeHue paboTbl NPUNOXKEHUN

Ontumusaumua TCP

ObecneunBaeT AyULLYHO HAaUAYULLIYHO
ONTUMM3ALMNIO AASE BHAUMMOTO
YAYYLLIEHUA YCKOPEHMUSA PabOoThbI
MOOUAbHbIX MOAbL30BaTENEN

HoBble NPOTOKOADI

[103BOASIET MCMOAB30BATb HOBbIE
TEXHOAOTUU (TaKne Kak SPDY), 6e3
nepepadboTkn MHGPACTPYKTYPbI
NPUAOXEHUI

© F5 Networks, Inc
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L ———

KalunpoBaHue

Pasrpy3ka cepBepoB
NPUAOXEHUM OT MOBTOPSIOLLETOCS
TpaduKa AAS YAYULLIEHUS
CKOPOCTU paboTbl U
NPON3BOAUTEABHOCTH

Komnpeccus

CxaTue AaHHbIX OT MPUAOXKEHUMN
ANl CHUXEHUA 06bEMOB U
YBEAMUEHUA CKOPOCTU
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OnTMumusauusa AoOCTaBKU N pMI\O)KGHVIﬁ

.

NHTEpHET LOA
A

- /

YpoBeHb MPUAOXEHUN

TpaHCNOPTHbIN YPOBEHb
OnTMmMu3sauums OonTummn3aumsa

LIOA

Oontumuzaumsa

WPO (HTTP) Other Protocols

Congestion control
Content inlining

Dynamic caching
TCP window size Parking lot (GET request queuing)
SPDY Forward error correction SSL encryption / acceleration
Object versioning MAPI Bandwidth controller HTTP OneConnect
Minification CIFS Data deduplication Compression

Image optimization FTP Symmetric adaptive compression

Domain sharing HLS

PDF linearization

Content reordering

© F5 Networks, Inc
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be3onacHOCTb CETEBOU
MHPPACTPYKTYPbI U MPUAOXKEHNN



CAOXHble MHOIoypoBH€EBbLIE dTaKH

Application
SSL

DNS

Network

© F5 Networks, Inc
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Application Delivery Firewall Solution

ICSA-certified Access Application DDoS Application SSL DNS
firewall control delivery cont. mitigation security inspection security

Products

Application security

Advanced Firewall Manager Access Policy Manager Local Traffic Manager Global Traffic Manager

manager
e Stateful full-proxy firewall *  KoHTpoAb pAocTyna *  Bepaywui koHTpOAAED *  Beaywmit web application * [loAnHOMacwTabHoe
NOAb30BaTeENEW < ;
«  NOrMpOBaHMUE U OTYETHOCTb AOCTaBKU NPUAOXEHWUN firewall peweHne DNS 3aLwuThl
B e, *  [1pOM3BOAWUTEABHOCTb *  CoBMECTMMOCTb CO * [hrobanbHaa GanaHCUMpPOBKa
e TCP, SSL 1 HTTP npokcu MHTErpaLmua B MHPPACTPYKTYpy P A 3 P
NPUAOXEHUI ctaHpaptom PCl Harpysku
. 3a|_|_u,ﬂ'a ot DDoS ceTteBOro ° 3alumTa NoAL30BaTEALCKUX ] . ; » A
Wl CEaHCOBOrO YPOBHS yCTpOMCTB,VGesonaCHblm MOHUTOPUHI AOCTYMHOCTH Virtual patching for igned DNS responses
YAAAEHHbIN AOCTYM Y, iliti
MPUAOXKEHNN vulnerabilities «  BbIrpy3ka WndpoBaHMs
. Bbicokasa npon3BOAUTEABHOCTb 1 o DDoS 3aluTa HTTP DNS 3anpocoB
MacLUTabupyemMmocTb

3awumTa IP

- WGl

WEB APPLICATION FIREWALL Honoredinthe US.

@Iabs

@Iabs @Iabs

|PSE|: SSI. VPN FIHEWALL CORPORATE

iRules extensibility everywhere



F5 obecneunBaetr MaKCUMaAbHO NMOAHYIO 3aLLUTY

Threat Intelligence Feed
( )
A\
N \ A Next-Generation
p_ |m| q. p @<.) Firewall Corporate Users

v T 1 ]
Scanner Anonymous Anonymous Botnet Attackers =TT ¢

Proxies Requests H N .
\_ y T T

( A \ Network attacks: _.

ICMP flood, SSL attacks: i .
(‘) UDP flood, SSL renegotiation, Financial
~ Multiple ISP SYN flood \ SSL flood Services
strategy — A ———— A
—— d @ S @ -
Legitimate R O h - = _a_
S (e ] [ e
=== Cloud e | e | E-Commerce
_ 5 Sorubbing ISPa/b e o |
Service ..
\ ) - . 5 Network I Application
— DNS attacks: and DNS HTTP attacks:
DDoS Volumetric attacks and DNS amplification, Slowloris, .
floods, operations query flood, slow POST, Subscriber
Attackers center experts, L3-7 dictionary attack, [ e | recursive POST/GET
known signature attacks DNS poisoning -
b o ~ / s - <

(.»Strategic Point of Control J

© F5 Networks, Inc 41



ApXUTeKTypa 3aLiuTbl (ynpoLleHHan)

Next-Generation

Users leverage NGFW for Employees
Firewall outbound protection
T P —— @
C T 1 <
T T ]
{; 1 1]
. ( \
Protecting L3-7 and DNS
Customers D
ISPa (" R
Network Firewall Services
+ DNS Services Y
DDoS Attack Q + Web Application Firewall Services n D
,\‘) + Compliance Control
O
DD
Partners @
ISPb B \ )
BIG-IP Platform
| S
ISP provides . 4
lumetric DDoS \ J
DDoS Attack e

AFM BIG-IP Advanced Firewall Manager

Be

LTM BIG-IP Local Traffic Manager

GTM BIG-IP Global Traffic Manager

APM BIG-IP Access Policy Manager
BIG-IP Application Security Manager

[

J

© F5 Networks, Inc 42



3alluTa Ha YpoBHe CeTU

 MexceteBoUu 3KpaH: MOAUTUKK AOCTYMA K MPUAOXKEHMUIO

e AHaAM3 NPOTOKOAOB Nepepaun AaHHbIX (Protocol Security)
e 3auwmrta ot DDoS aTak

 [eonokaumoHHasa basa

* PenytaumoHHasa 6a3a IP-appecos (IP Intelligence)

© F5 Networks, Inc
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3aLuTa Ha YPOoBHE NMPUNOXKEHUN

 [loHMMaHME AOTUKK PabOTbl MPUAOXKEHUS

e AHanu3 HTTP 3anpocos

e AHaAM3 AaHHbIX B npeaenax SSL ceccumn

 PexXxum aBTOMaTUYECKOro aHaAmM3a U poOpMUPOBaAHUA MOAUTUK BE30NACHOCTH
* [IpeayCTaHOBAEHHbIE LWADOAOHbI 3aLLUTDI

e LleHTpaAnM3oBaHO OOHOBASIOLLUMECH CUTHATYPbl YA3BMMOCTEN

e 3awmta AJAX\JSON

e 3almta napamMeTpoB CTPaHUL, U 3aNOAHAEMbIX GOPM

e 3awwmta ot DoS/DDoS Ha ypoBHe L7 out-of-the-box

e OKCnepTHas OUeHKa atak (cnpaBka Mo TUny u AEUCTBUIO TOU UAU UHOU aTaKK)
« XML dpanepBon

e MacKMpoBKa KOHOUAEHUMAAbHbBIX AAHHbIX HA camnTe

© F5 Networks, Inc
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BIG-IP® Application Security Manager™

* Provides transparent protection from ever changing threats
* Ensure application availability while under attack

 Deployed as a full proxy or transparent full proxy (bridge mode) Server response
generate

 Minimal impact on application performance
« Turn-on with license key or standalone B'i‘(‘)ﬁc’;sc'\}fescek‘;‘g‘ty
e Caching, compression and SSL acceleration included in standalone

Request made

LTV [ ASM

£ ﬁ_%%

Dynamic
Multl—Laygred e Drop, block or forward
Security request
Secure response * Application attack filtering Vulnerable
delivered & inspection application
BIG-IP ASM applies * SSL, TCP, HTTP DoS

security policy mitigation
BIG-IP Local Traffic Manager
* Response inspection for BIG-IP Application Security Manager
errors and leakage of

sensitive information

© F5 Networks, Inc 47



KOHTPOAb AOCTYNA



PelLeHUA KOHTPOAA AOCTYIA

Enable Safe Ascceleraéed e Enhznced M Streamline Simolified VDI Consolidated App
BYOD ecure . CCES Exchange IMpESS Authentication
Access Management

© F5 Networks, Inc

&

[ _ox] = - N
B == _-ﬂ E _El

Be3onacHOCTb AOCTYMa K pecypcam B paMKax KOHTEKCTYaAbHOM
OCBEAOMAEHHOCTH

KoHcoAupaLMA ayTeHTUOUKaLMK U SSO

3HaYNTEABHO yAydllaeT NPpOnN3BOAUTEAbHOCTb pa6OTbI C YAAAEHHbIM
MPUAOXEHUEM

YAyULLEHUE KOHTPOAS M OTYETHOCTU — AOMYCK K MPUAOXKEHUAM AMHAMUYECKHU
KOHTPOAMPYETCA N AOTUPYETCH

60



Identity and Access Management (IAM) solution
Authentication, authorization, and SSO to all apps

Secure Web Gateway
Internet Apps

Web Access
@ | Management
Internet Apps [ @ ]
[ e | Remote Access and
Application Access [ e |
[ @ ] Enterprise Apps
[ 0
— =
-En [ 0] u%

Virtual Edition Appliance
Cencur

Enterprise Mobility Federation -

Management & GRES

© F5 Networks, Inc 61



AyTeHTUPUKaLUA — BCe B 0AHOM - SSO

F5 BIG-IP Access Policy Manager

CHUXeHWe 3aTpaT Ha 3anyckK, yBeAMYeHne nNpoAYKTUBHOCTH

Forms-Based Auth &

Basic Auth

NTLM

Kerberos

User PK Cert
CAC/PIV/Smartcard
SAMIL

RSA Token

Built-in OTP

Captcha ¢

Clients

SAMLS

BIG-IP Access Policy Manager

s

Directory

-

~

-

© F5 Networks, Inc

Applications

=

OAM vi-g/vllg
LDAP

RADIUS

OCSP

. CRLDP
" TACACS+

HTTP Basic
HTTP Forms
HTTP Header
NTIM v1/v2

| Kerberos

OAM v10g/v11g
Cookie

" SAML
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AMHaMUUYECKUU YHUBEPCAAbHbIN MOPTaA

Webtop 06beAnHAET BHYTPEHHUX U
YAAQAEHHbIE pPecypcbl AN PpaboThl
KaXXAbIX FpyMn

EAVMHBIN MHTEPDENC N AOCTYI K
Windows, Web, SaaS, u
MOOUABHBIM MPUAOXKEHUAM U
AAHHbIM

WebTop nomoraert opraHusaumam c
RDP, VMware u Citrix
KOHCOAMAMPOBATb PELLEHUSA AAS
YAQAEHHOW PaboTbl

© F5 Networks, Inc

Welcome to F5 Networks

Applications and Links
. . . AD Self Service
Q Change AD Password via ECP B F5 SE Exchange Mail (E WebAccelerater Reporting Tool Erange o PaE o]
Q SalesForce.Com (SAML) [ﬂ Google Apps (SAML) "m‘n Corporate Sharepoint (NTLM 550) Im F5 Compression Calculator
=i D Browsers D Mlcmsoﬁ Office w My Desktop
= Citrix XenApp Citrix XenApp My Desktop

i paint

P8 paint
Network Access

. s HIPAA-Policy VPN Tunnel | Corporate VPN Access .| PCI-Policy VPN Tunnel
' GoGo_volP e Restricted Network Access ' Split Tunnel Enabled @S{ Restricted Network Access
. VMware View5 (Win7)
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ScaleN

On-Demand Scaling Horizontal Clustering Virtualization

App-Level Control ﬁ a
~ e me—
T T D — T T
a— — H_ bt G o |
w Ol I 1D
I _ _ _ _ -
| S S— — Virtualization
| A, AR AR |
:—_ ———————— Y WY ¥ ¥
I | —__ —__ —__ —_' —__ ———

— — H - ,

Extend current infrastructure Industry's only all-active Robust multi-tenant scaling
capacity without additional scaling platform handling with runtime isolation for
devices application-level failover versions and modules

* Eliminate costly over- * Improve resource * Consolidate with shared

provisioning methods utilization infrastructure

© F5 Networks, Inc



5 AMHeuKka BIG-IP

VIPRION
4800
20M L7 RPS
10M L4 CPS
320/640G
L7/L4TPUT

10 000 000

VIPRION
4480
10M L7 RPS
.6M L4 CP
160/320G L7/L
TPUT

8 000 000

VIPRION
2400
8M L7 RPS

———
2000 000 VE " Q

BIG-IP 2000s/2200s
Up to 425K L7 RPS

Up to 150K L4 CPS
5G L7/L4 TPUT

BIG-IP Virtual Edition
Up to 325K L7 RPS

Up to 100K L4 CPS
5G L7/L4 TPUT

BIG-IP Virtual Edition BIG-IP 2000 Series

© F5 Networks, Inc

£
< 4M L4 CPS
; 320G L7/L4
S 6000000 TPUT
(0]
0
[
& =
@
[}
8 a BIG-IP 11000/
g 4000000 ‘ 11050
5 - el  BIGIP10000s/  2.5ML7RPS
-
BIG-IP 70000s 10200v 1M L4 CPS
BIG-IP 5000s/ 7200v / Up to2M L7 RPS  Upt040/42GL7/L4
- 5200v Up to 1M L4 CPS TPUT
Up to 1.5M L7 RPS Up to 1.6M L7 RPS 40/80G L7/L4 TPUT
MMUM [ cps UPto 775K L4 CPS
Up to 850k L7 RPS 20/40G L7/L4 TPUT
Up to 300K L4 CPS 15/30G L7/L4 TPUT

10G L7/L4 TPUT

VIPRION 2400 VIPRION 4480

VIPRION 4800

BIG-IP 4000 Series  BIG-IP 5000 Series BIG-IP 7000 Series BIG-IP 10000 Series BIG-IP 11000 Series
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Solutions for an application world.



