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PelwueHusn, nexaiimne B oCHOBe
APXUTEKTYpPbI

&

Insights & Automation Security &
Experiences & Assurance Compliance

Virtualization Automation Analytics Cloud Service

Management

Policy |
Ore tration

Physical & Virtual Infrastructure | Abstraction & Policy Control from Network Data,
App F ~sting Core ' Edge Context al Insights

Cisco APIC-EM with Cisco Connected Mobile
Enterprise NFV Plug and Play Experiences (CMX)

Easy QoS, iWAN StealthWatch

CMX Cloud, Meraki

wired traffic hw 2017 trinle hwv 20020 o or invectinn in hin data nimarihv 1ies S2aS hv MR
Pervasive Security with ISE, TrustSec, ASA, ASAv,, ASA FirePower, AMP, AnyConnect,
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«CtaHpapTHasa mogernb B3anmoaencrTBus
busHeca v UT»

¥YpoBeHb TpaHcnAUMK Bu3aHec 3anaum B T npoektsl (UT pelwennna, AT
YCINYrW, MraH AeACcTBWIA No BHeApeHWo T cucTem)

YpoBeHs ynpaeneHua MT npoektamu

IT Systems #4
IT Systems #1 IT Systems #2 IT Systems #3

YpoeeHb MIT noacucTeM — cepeepa, CeTb, XpaHunuule, N0, 6e3onacHoCThb,
BUpTyankbHLIE Cpefbl. ..

YpoBeHb YCTPOUCTB
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Moaenb npu npuMmeHeHunn DNA
APXUTEKTYpPbI

Busnec 3aga4a b busxec 3agaya B

YpoBeHb TpaHcnsaummn busHec 3anaum B UT npoektbl (UT pelnenusn, UT
yCIyry, ninaH AencTeui no BHeapeHuto UT cuctem)

YpoB€EHb YCTPOUCTB
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Apxutektypa nnatgopmbl APIC-EM

EN TECHNOLOGY DIFFERENTIATION

APIC-EM Applications

NORTHBOUND REST API

SOUTHBOUND ABSTRACTION LAYER

CATALYST | ISR | ASR | WIRELESS

e
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APIC-EM App: EasyQoS

S>> ¢
<55
lT Applications can interact with APIC-EM via Northbound

APIs, informing the network of application-specific and
dynamic QoS requirements

Network Operators express high-level =
business-intent to APIC-EM EasyQoS > APIC
L% Southbound APlIs translate

business-intent to platform-
specific configurations

.’)) 22,08, a 7. ] 000000 ' 0000 "»E
% A

Wireless AP ASR/ISRs Wireless AP
Trust Boundary 'T‘ MQC Trust Boundary
PEP Catalyst 4500 Nexus 7700 PEP
4Q (WMM) 1P7Q1T F3: 1P7Q1T 4Q (WMM)

Catalyst 3650 Catalyst 6500 WLC Catalyst 2960-X
Trust Boundary 1P3Q4T PEP Trust Boundary
PEP 1P7Q4T FEP
2P6Q3T 2P6Q4T 1P3Q3T
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APIC-EM App: EasyQoS

EasyQoS will seamlessly interconnect all types of
hardware and software queuing models to achieve
consistent and compatible end-to-end treatments
aligned with the expressed business-intent

Catalyst 4500
Q1T Dyranic Bufy
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QoS Marking Via APIC-EM

T

—— =N
mm =X =
= == n
/
A4
= ¢
APIC-EM

Endpoints signal call setup to CUCM

CUCM extracts media addresses from call signaling

CUCM requests QoS setting policy on flows from APIC EM
APIC EM instructs switch to apply DSCP according to policy

1.
2.
3.
4.
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APIC-EM App: Path Trace —
Application Flow Visibility
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F: 51143 L.+ #.1.1483
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IP: 55113 1P 55113
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Type Switchesand Hubs Type: Exgttches anad Habs
Link Ssairce: Switchad L Snuree: Sitched
Tuannelis CAPWAR Tunnel Tunnels CAPWAP Tanne

Ingraasinter s HgsbREthemetLli2E
Epress Interfae:  BlgebERhemetliafl
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APIC-EM App: Path Trace —
Easy Network Troubleshooting
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APIC-EM App: IWAN

_ _ DMVPN
Business Policy: IWAN SLA QoS
IT App SLA Appljgation Path Selection

> B >
BENEFITS

» W v Is Lo

_ Network, _
Simple Zero Touch Applications Business Open
Workflow Provisioning Monitoring Level Policies Architecture

From Weeks to Over 1000 CLI commands
Minutes reduced to 10 GUI Clicks

Note: IWAN App Release 1 targets less than 500 sites, 2 links per Branch with ISR4000.
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APIC-EM App: IWAN

IWAN APP

=
: - : : Data Center APIC Data Center
= Cisco® APIC-EM centralized policy expression [ Fotey Expresson | LRSI ¥ewm), L[l 2
and distribution IWAN Domain
| Policy Rendering I Controller
» Distributed policy enforcement =
MC
= Automated application and topology discovery
Policy Dist_ribution
= Application and network performance monitoring ~ L2n¢2eman conrd
. - 46 MPLS Internet
= Adaptive path selection and QoS LTE (IP-VPN)
to sustain policy
» Performance analytics collected network-wide 1
and reported centrally Distributed Policy —EEe> == —=
Enforeement Branch Large Site Campus
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APIC-EM App: Plug and Play (PnP)

APIC-EM PnP Dashboard APIC-EM PnP REST API Support

Dashboard Projects Unplanned Devices Images Configurations Bulk Import

Projects: 2 Devices in Projects: 5 Unplanned Devices: 1
Device Repository
o e 4 = e 13 and Database

\oEEE
Python

: \ APIC-EM API
Automation Framework

,m . (i.e. Python scripts,
—— configuration generator, etc)

Date User Filename Status

2015-10-26 1854 adenin pnp-service-bulk-template csv Completed

Customer’s Existing
Automation Frameworks

==  Switches == Routers

P —-

& (Catalyst) (ISR/ASR)
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APIC-EM App:
Network topology Visualization
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APIC-EM: Device Inventory
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APIC-EM: NoppepXKa yCTPOUCTB

LAN

Device Series

Catalyst 2960-X/XR Series Switches
Catalyst 2960-S Series Switches
Catalyst 2960 Series Compact Switches
Catalyst 3560 Series Compact Switches
Catalyst 3650 Series Switches

Catalyst 3850 Sernes Switches

Catalyst 3750-X Series Switches

Catalyst 3560-X Series Switches

Catalyst 4500 Series Switches

Catalyst 4500x Series Switches
Catalyst 4900 Series Switches
Catalyst 6500 Senes Switches
Catalyst 6800 Series Switches
Cisco Nexus 5000 Series Switches

Cisco Nexus 7000 Senes Switches
EtherSwitch Modules for Integrated
Services Routers: SM-E22-16-P, SM-
ES2-24-P, SM-D-ES2-48, SM-ES3-16-P,
SM-ES3-24-P, SM-D-ES3-48-P

Industrial Ethernet 2000 Series Switches

Industrial Ethernet 3000 Series Switches

WAN

4000 Series Integrated Services Routers

Integrated Services Routers Generation 2
ASR 1000 Series Aggregated Services Routers
ASR 9000 Series Aggregated Services Routers

Cisco Cloud Services Router 1000v

WLAN

Wireless LAN Caontrollers (I0S XE & Aire0OS)
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Enterprise NFV -
Network Function Virtualization

Cisco Enterprise Service Automation (ESA) on APIC-EM

Virtual Router Virtual Firewsall Virlual WAN Virtual Wiraleas LAN

(FSRv) {AsAv) Optimization (VWAAS) Controller (WWLC) Third-Party VNFa

Network Functions Virtualization Infrastructure Software (NFVIS)

Cisco 4000 Series ISR + Cisco® UCS C-Series ENCS
Cisco UCS® E-Series

e
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CepBuchbl ot Cisco, (hyHKLUUOHASNbHO
nOoeHTU4YHbIe C aHanoramu B annapaTtHOM
MCNONMHEeHUU

High Performance Comprehensive Protection Application Optimization Sunvivability & Scale
Rich Features Full DC-class Featured Supernior Caching with Consistency across the
End-to-end Support Functionality Akamai Connect Data Center and Switches
Proven Software Designed for NFV Built for r;}rp:_lll:mg medium
Cost-effective with NFV

MNopgoepxka Windows 2012 u Linux Server

e
e | T Integrator




NFVIS

PF = Physical Function

REST (HTTPS) and NETCONF (SSH)
WF = Vrtual Function

Register and deploy services 4 y
Configure platform
Gather monitoring statistics

PnP client for ZTD

Platform Management

Controlling hardware specifics such as storage,
memory, network interface connectivity

Hardware performance such as SR-10V

Network Function Virtualization Infrastructure Software
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BapuaHTbl annapaTtHbIX nnaTgopm
Cisco Intelligent Branch

Knaccu4eckmi Enterprise NFV
MapwpyTH3aaTop 1 BupTyanu3osaHHbIN BUpTyanu30BaHHLIA
MapwpyTusatop BHPTYanu3oBaHHLIE MaplpyTH3aTOP M MapLWpyTH3IATOP M CEPBHCHI
- CEpPEUCKI
4000 Series |ISH + Enterprise Network
Cisco® 4000 Series ISR UCS® E-Series Compute System (ENCS) UCS C-Series
ﬁ
5> lems = =
LleHTpanMaoBaHHLIE CEpBACE! ObHoenAReMOoe HW SNacTWYHOCTL CEPBHUCOB
PUECHDOBAHHEIS BCTROEHHEE Mpeackazyeman HHEII[:HHI-I]EII:- CEpancoB [NpOUIBOAWTENEHOCTL
CepBMCEl NPoOWIBOOUTENEHOC T TWODHIHLIM BapHaHT lNepeonpoxoqubl
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ENCS 5400 Series

BcTpoeHHsin 8-64 6, 8, unu BoigeneHHbii [ononHutensHblit BHyTpeHrHas
MCTOMHMK [Gait 12-apepHbin KOHTpONNEep Ans annapatHsii RAID- cucTema xpaHeHus M.2
nuTaHns DRAM Intel )‘(eon-D ynpaenenm: nnaramu KoHTponnep

. L
‘\ ' ' ' e o"

] ] [ ] -

| ] ' H

& &

® 3 ? 0 @
' ' ' ' '
: ' ' : ) ] J

'
¥ BuHTerpupOBaHHbIX USB 3.0 ' CeTeBoit MHTEPDENCHBIN ' 2 HDD wnu SSD
: noptos LAN Xpauunuuie : mopayns ans LTE : RAIDOn 1
g CANONHUTENEHEM ' v npoLunoit sepcunt WAN '
' noprom POE : [

YckopeHue annapaTHoro [ononHuTenkHsIA
2 BCTPOEHHBIX MopTa v
Ge a BM
obecneueHus ans Tpaux Gigabit Ethernet annaparHbiit Mogynb
¢ SFP wnposaHns
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ENCS5400
ISRv and ASAv

S—— [

_________________

LAN Side (NFVIS)
Qut of band MGMT

= == = Optional MGMT
Services Side (NFVIS)
WAN Side (NFVIS)
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ABTOMaTHn4yeCcKas opkecTpauus,
ynpasrieHue, NpuMmeHeHne NosIuTUK
Enterprise Service Automation (ESA)

« CraHgapTHble wabnoHbl 4N pasHbiX TUMOB (hunuanos
« OnpepgeneHuve NoONUTUK Ha OCHOBaHWUK NPUOPUTETOB ANs 6uaHeca
« [Monb3oBaTensckue Unv NPeanuchiBarLLme Au3anHbi

« ABTOMartuyeckoe pasBepTbiBaHue
- ABTOMartnyeckas opkectpauus nnatgopmsbl
n dpyHkumn VNF
« Ob6beguHeHue CepBUCOB U UX NULIEH3NPOBaHUE

« MoHuTopuHr pabotocnocobHoCTH

« [Ounamunyeckoe macwtabupoBaHue cepeucoB no TpeboBaHuio

« OnepaTtuBHOE ynpaeneHue cornaweHnsamm o6 ypoeHe
obcnyxusanus (SLA)
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Enterprise NfV Automation

CMDB / Third party tools

Rest APls

Plug-n-Play . . .
Policy Provisioning Enterprise Service Automation
Config Push
Initialize VNFs & S T T——————l Primg lnfra
Manage APIC-EM (Controller) (Monitoring/

Assurance)

UCS C-series
(CIMC

Branch 1 Branch n
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DNA - utorm

Insights &
Experiences

Automation
& Assurance

&

Security &
Compliance

Virtualization Automation

Physical & Virtual Infrastructure |
App F ~sting

Abstraction & Policy Control from
Core ' Edge

Cisco APIC-EM with

Enterprise NFV Plug and Play

Easy QoS, iWAN

wired traffic hv 2017 trinle hv 120

t0 aor invectinn in hin data

Cloud Service

Management

Policy |
Ore tration

Analytics

Network Data,
Context al Insights

Cisco Connected Mobile
EApSienee= (GOIR) CMX Cloud, Meraki

StealthWatch

nrimarilv 1ies 8228 hw 218

Pervasive Security with ISE, TrustSec, ASA, ASAv,, ASA FirePower, AMP, AnyConnect,
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