
Архитектура цифровых сетей – 

Cisco DNA 

Евгений Лысенко 
системный инженер 

CCNP, CCDP, CCNP DC, CCNA Sec,  

CCNA Wireless 

 



Решения, лежащие в основе 

архитектуры 



«Стандартная модель взаимодействия 

Бизнеса и ИТ» 



Модель при применении DNA 

архитектуры 



Архитектура платформы APIC-EM 



Автоматизация – основа для 

аналитики и 

самоорганизуемой инфраструктуры 



APIC-EM App: EasyQoS 



APIC-EM App: EasyQoS 



QoS Marking Via APIC-EM 

APIC-EM 

CUCM 

1. Endpoints signal call setup to CUCM 

2. CUCM extracts media addresses from call signaling 

3. CUCM requests QoS setting policy on flows from APIC EM 

4. APIC EM instructs switch to apply DSCP according to policy 

  



APIC-EM App: Path Trace –  

Application Flow Visibility  



APIC-EM App: Path Trace –  

Easy Network Troubleshooting 
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APIC-EM App: IWAN 

Note: IWAN App Release 1 targets less than 500 sites, 2 links per Branch with ISR4000.  

From Weeks to 

Minutes 

Over 1000 CLI commands 

reduced to 10 GUI Clicks 



` 

APIC-EM App: IWAN 

 Cisco® APIC-EM centralized policy expression 

and distribution 

 Distributed policy enforcement  

 Automated application and topology discovery 

 Application and network performance monitoring 

 Adaptive path selection and QoS  

to sustain policy 

 Performance analytics collected network-wide 

and reported centrally 
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APIC-EM App: Plug and Play (PnP) 
 

 

Switches 

(Catalyst) 

Routers  

(ISR/ASR) 
Wireless AP 

APIC-EM PnP Dashboard 

APIC-EM Bulk Import/Export 

APIC-EM PnP REST API Support 

Python  

APIC-EM API 

PnP REST API 

Customer’s Existing 

Automation Frameworks 

Automation Framework 

(i.e. Python scripts,  

configuration generator, etc) 

Device Repository 

and Database 



APIC-EM App:  
Network topology Visualization 



APIC-EM: Device Inventory 

• CDP 

• LLDP 

• ICMP v2/v3 

• SSH 

• IP Tracking 



APIC-EM: Поддержка устройств 



Enterprise NFV -  
Network Function Virtualization 



Cервисы от Cisco, функционально 
идентичные с аналогами в аппаратном 

исполнении 



NFVIS 



Варианты аппаратных платформ 
Cisco Intelligent Branch 



ENCS 5400 Series 



ENCS5400 

ISRv and ASAv 



Автоматическая оркестрация, 

управление, применение политик 

Enterprise Service Automation (ESA) 



Enterprise NfV Automation 



DNA - итоги 


