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OrpaHunyeHunsa knaccuyeckoro amsamHa LUO[a

* [lepenognucka
Tpaduka

*  Hwuskun ypoBeHb
aBTOMartmsaumm
npouecca
HaCTPONKU

» Hwnzkaga cteneHb
aJanTUBHOCTU K
N3MEHEHUAM B CETU

Cisco Nexus 7000 9-Slot, 7700 10-Siot, and
7700 18-Slot Switches andVDC

M1- and M2-Series: Large Data Center
F2-Series: Medium-Sized or Smai Data Conter
{Fewer than 32,000 Routes)

7700 18-Slot Switches
LmorModlun_fShodmm

and OTV, LISP, and ISSU

Cisco Nexus 6004 Switch.
Smaller Data Center Not Requiring OTV, LISP, or
Cisco FabricPath Spine or Routing Leal
Clsco Nexus 5548P and UP, 5596T and UP,
10-Gbps Server Farms

1/10-Gops FEX Aggregation (24)

Clsco Nexus 6004 Switch
40-Gbps HPC Nodes = ,
10-Gbps FEX Aggregation (24; Cisco Nexus
2248PQ 10GE Fabric Extender) with 3:1

* TpyoOEMKOCTb M NOABEPXKEHHOCTb OLLIMDKaM rnpoLlecca HacTpoukn obopyaoBaHus
 HeobxogmmocTtb nepesoga 6usHec-TpeboBaHUN HA TEXHUYECKUWN A3bIK
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NMporpammHo-onpepnensemblie cetyn (SDN)

KoHTponnep — eguHas To4ka
yrnpaBrieHUsa CETbIO

LLlInpokne Bo3MOXHOCTU and
aBTOMaTmn3auum ynpasrneHus

[ToBbILLEeHNE YPOBHA
ynpaBfsgeMocTu U
NHTENNEKTyanbHOCTN CeTH,
YMEHbLLUEHME 3aTpaT Ha
agMUHUCTpUpoBaHne

Network
application, do
your thing!

That was much
easier!

Network Applicaiion

1%

Network A
Enginger Northoound |

|
A
,O =
2
Neiwork
Controller

Internet g

"\_/\/

YMeHbLLEHME PUCKOB OTKa3a CETU U CEPBUCOB B pe3yrbrate onoKu npu
aAMWHUCTPUPOBAHUN
3HaunTeNbHO YCKOPSIET pa3BépThbiBaHME HOBbIX CEPBUCOB

IT.INntegrator




Cisco ACI: Application Centric Infrastructure

KomnoHeHTbI Cisco ACI:

« Knactep APIC (Application
Policy Infrastructure Controller) 2
(o)

« Spine Switches (Nexus 9500 [ L T J
Series, Nexus 9336PQ) i il

« Leaf Switches (Nexus 9300

Series) r .
« CepBepbl (husnyeckue u { ' -
=-->1 [ [P [ o) [ I o
oY) oo [ \!!!!!!
e L4-L7 Services (Firewall, uster — -zl -I -| -I@ i
SLB.. ) : Fuewall RE DS SaEA
: IVEIS
« VMM (VMWare vSphere, X
Microsoft SCVMM, RH KVM...) - {85850
irtual Machines

VMM
« 3-Party npunoxeHue ans e

yrpaBJieHNA n aBToOMaTn3auunm
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ACI Policy Model

Root
Common Infrastructure Management Tenantl Tenant2 | --- | TenantN I
1
| 1
ExNetwork1 Context1
]
| 1
Bridge . ;
Domaini | | Bridge Domain2
Subneti Subnet2
"—-- ------- e e I ey I---\'
: ExXtEPG1 EPG1 EPG2 EPG3 1
; E AppProfile1
1
' Contract1 Contract2 Contract3 .
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ACI Fabric — An IP network with an Integrated

Overlay
Virtual and Physical

R | K | K (L

VTEP | VXLAN IP Payload IP Transport

Cisco ACI ncnonb3yet oBeprnemnHyto ceTb, OCHOBAHHY Ha TEXHOMOMU
VXLAN

. IP-ceTb onga TpaHcnopTa
«  VXLAN based tunnel end points (VTEP)
«  VTEP discovery via infrastructure routing
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Why EPG's

10.10.1.x \ \

|
10.10.11.x
I

rIE AT 10.10.2.x )
Service JAEM Service ) —_———_——

N

—_— = = = = = —_— = = = =

Policy/Microseg
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Service Graphs (Service Chaining)

Service brapn
'"Hré'v;éﬁ """"""""""
f
0O ; =y ==y == =

EPG1 —O—»| EPG2
Contract

CITT78

== =Ees

EPG1 Firewall

B koHTpakTe Mbl Moxem ykasbiBaTb PBR (Policy Based Routing) npasuna ans
nepeHanpaeneHna Tpaduka B pas3nuyHble cepBucHole (L4-L7) ycTpoucTtBa
(Hanpumep Firewall, SLB, WAF...). Takum obpasom, Mbl MOXeM 0b6pa3oBbIBaTb
Lernble CEPBUCHbLIE LIEMOYKMN.
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MukpocermeHTauus

Application Netwprk Proﬂle “MyProdApp” Application Network Profile "MyDevApp"
(Production Environment) (Development Environment)
1 A
V[ \
17216010t r2% 002 1729601 101 12160102 172 16 0.201

'
|
'
'
'
!
'
i

Subnet: 172.16.0.0/16, DGW: 172.16.01

Segment (aka. Bridge Domain)

[MpegocTtaBnsgeTr BO3MOXHOCTb OMHaAaMUYeCcKM accoummpoBaTtb W nepemellartb
BUPTYyaribHYI0 MalMHY W3 O4HOro0 MWKPO-CEerMeHTa B [pPYyroMl Ha OCHOBe
aTpmnbytos aton BM, a Takke Ha ocHoBe |IP 1 MAC agpecos.
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Cisco AVS (Application Virtual Switch)

CueHapum ucnosrib3oBaHUSA:

* YnpouleHue pas3BepTbIBAHUA
FI & Blade

e 3awuTa MHBECTULUMN
pacwmnpaa ACI Ha
CYLLECTBYHOLLUME CETU

«  Murpaums cyLiecTByOLNX s BN
i FullLayer2 !
cepsucos Ha ACI | Network (Newss |~ L —7
: TKIGK/SKI3KI2K/ : —

« MonHoe paclumpeHuns andAvs s
dabpuku B BUpTYyaneHyto T
NHPPaCTPYKTYpPY

* Mukpo-CermeHtauma Secure Al
East — West Traffic, 5
OCHOBaHHbIN Ha aTpubyTax Sk s

BUPTYyaJibHbIX MallUWH
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Cisco TetrationAnalytics
Architecture Overview

Visualization and
Data Collection Analytics Engine Reporting

Tetration Web GUI
Telemetry
_

Cisco Tetration

Network Sensors

Ciseo Nexus® Ciseo Nexus

JEIE1EI]"r'I::—.‘-f. B3180YC-EX ’ A n a | yti CS - REST AP I

Platform

3rd-Party
Metadata Sources 'c onfiguration Push Events

Data

e
e | TINtegrator



Sensors

Host Sensors NW Sensors 3rd Party

Linux VM Geo

Windows Server VM LELEREDE Whois

Bare Metal IP Watch Lists

Hypervisors Nexus 9300-EX Load Balancers

Containers

[l Available at FCS [l Next Generation 9K switches

B Future releases [l 2rd party Data Sources

v Low CPU Overhead (SLA enforced) v Highly Secure (Code Signed, Authenticated)
v Low Network Overhead (SLA enforced) v Every flow (No sampling), NO PAYLOAD

e | T.INtegrator




Sensor Monitoring and Maintenance

Sensor Throttled

@% Ll Dashboard & ADM @ Compliance ~ X Flows ~  J Hosts & Monitoring 7y &~

Software Sensor Config Hardware Sensor Config Software Sensor Upgrade Software Sensor Downicad Hardwara Sensor Download

lype to fitar sensors 0 Select CPU Contyg Profiie™ m # Contigure »

Displaying 39 of 39 sensors (0 selactad ) stats Time Rgnge: [1h] 6n | 12 1d | 20
0 Last
Check-: CPU _  Data_  PID _
Hostname = IP Addresses  © SW Version = 0S Platform 3 in Quota ~ Plane  Lookup  VRF : | CPU Loadf{%) - Flows ~
0 vamish-1 172.31.185.164 & 1.102.14-1 Ubuntu-14.04 12:42 PM Adjusted (30K)  Enabled  Enabled  Detautt
feB0::250:561.f203:4180
34 1,1M
0 @®lel-6 fe80::212:8bM1e20:3146 e~ 1102141 CenmCS-65 12:46 PM  Adjusted (30K)  Enabled Enabled Tetratlon
172.31.186.39 Detault
fa80::278:88ff fad6:2556
280::276:88f fed€:a557 02 335.1K
11116
0 & lel4 1680::212:8bM 1e2c:d77C O™ 11021441 CentOS-6.5 1245PM  Adjusted {30K)  Enabled Enabled Tetration
172.31.186.37 etalit
feB0::2¢1:641 feha:296d
feB80::2¢1:641 fobc: 296 0.2 337K

Q ®tet-8 fe80::212:8bff.fe2d:383c ¥ 1102141 CentCS-6.5 12:45PM  Adjusted (30K)  Enabled Enabied Tetration /VM /j\/\/\/\/\/
172.31.186.41 Default

1e80::278:8B1.1e46.ccHc
o802 78:88 tad6:cchd 02 333.3K
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YTO0 cobupaet ceHcop?

Device Information:

Process Buffer/ACL Drops, etc.
Information:

Which process is it,
Annlication who started it, etc.

l Process m Process I

Transport

Application

Process m Process

Sockets
Transport

Network Network Network l Network

Data Link BEIE) Ink Udld LINK

Physical Physical Physical

Data Link

Physical
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Collects the Meta-Data not the Packet

Meta-Data — Including Overlay VXLAN/GRE/IPinIP Encapsulated Header

i
-

Ethernet UDP VXLAN Ethernet TCP Pavioad
Header Header Header Header Header Header Header A y
|

v

Ethernet P TCP
Ethernet IP UDP Pavioad
Header Header Header ayloa

Pr|'~.fa|r::*yr Risk
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Cluster Configurations

RU 42 - Spine Switch

RU 39 . 40
Leaf Switches

RU 39 - 40
Leaf Switches

RU 21 - 36
Compute Servers

RU1T-12

Base Servers

RU 13

-20
Druid Servers

PEEETEETeY

0
A 0 0

RU1-16
Compute Servers

diidiedtadidfed
I TETPRRRRRRRTERT)

RU 1 -12

Base Servers

RU 132 - 20
Druid Servers

11.5 KW Peak Power

22.5 KW Peak Power
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Results of the Clustering Machine Learning

Application View  wordpress @ &= Q o )
: & Cluster: database
. Name demhese@ .
Descrigtion F
T
oo (B o
@ @ \1
;@ Conficence Wty High
i Endpaints i3)
o percona-1
e 172.31.185.144
LH @ PRMCONG-2
D oarma o 172.31.185.150
g1 PEMGONE-3
\ 2 172.31.165.151 _/
Meighbars {4}
Provides (4)
Consumes (5)

Y vtsares
e
e | T Integrator
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Tetration Application Insight:
[MpenmyllecTBa pelweHus

0 App Insight derived based on
actual communication

0 Automated grouping of similar
endpoints in a cluster

o Keep your App Insight up-to-date
based on application evolution

e Flexibility of using hardware or
software sensors
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3ayeM HYXXHO NOHMMAaTb 3aBUCUMOCTU BHYTPMU
MHOroypoBHEBOIro NPUNOXeHUsa?

Identify a single point of failure that should be replicated

Find all the parts of a service that should be migrated together to the cloud

Replace infrastructure components of an undocumented application

ACI application profiles, end point groups, and contracts based on applications

IT.INntegrator



Enforcement Anywhere

Whitelist policy Whitelist policy

Cisco
Tetration M|
Rl Analytics™

L
W Data - W
o’ ¢
Amazon  Microsoft E" ' @
Web Azure ;
Services Google =
Cloud
~ AN v i ~ S
Public Linux and Cisco ACI™ and
Cloud Microsoft Windows Cisco Nexus® 9000 Series
Servers and VM Standalone

i
"src nams": "App",
"dst name": "Web",

"whitelist™: [

{"port": [ 0, 0 ],"prote™: 1,"action™: "ALLOW"},
{"port"™: [ 80, 80 ],"proto™: &,"action": "ALLOW"},
{"port": [ 443, 443 ],"proto": &,"action":
"ALLOW"}
]
1
» Cisco ACI  Traditional » Host
EGP/Contract Network ACL Firewall Rules

Integration via

Cisco ACI Toolkit - Firewall Rules

IT.INntegrator



Policy Simulation and Compliance

Cisco Tetration %f
Analytl CSm 3-"5-11??;’?.’.’?5’.’;*“"" iy
Ll Escapad: B 2 40 W=

Misdropped: 0 (%)

u Parmmithed: 1237 BT 57 % m

« |dentify policy deviations - Review and update - Policy lifecycle
in real-time whitelist policy with one click management

Platform

e | T.INtegrator




Keuc. lNpoekT MmoaepHusauumn
MH(PaACTPYKTYpbI OaHKa

Servise
Providers
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Kenc. busHec tpedboBaHus 3aKa34ymka

« HaTtmBHas nogaoepxka
Multitenancy (gna coaum B I
apeHgy 4YacTu MOLLHOCTEN 9336PQ 9336PQ

CTOPOHHUM OpraHu3aumsam)

» [logaepkka CyLwecTBYHOLWLMX
cepsucosB (Citrix NetScaler, F5, “ootanex
FW ASA5585-X, FirePower 4110) =

Interconnect
* [lnoTtHaga uHTerpauusa c VMWare
vSphere

« [logoep)kka MUKpPO-CErMeHTaLumm
ANs1 YCKOPEeHUs BBoAA B

Cisco Nexus
~ 93180EX
780 Leaf Switch

DCl
Interconnect

Cisco APIC Cisco ASA Citrix SLB

NpoaakLLH 1 ob6cnyXneBaHus Cluster 5585.X v Cisco Blade
BHYTPEHHUX CEPBUCOB

Cluster Servers
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Kenc. busHec tpedboBaHMA 3aKka3uukKa

* [lopoepxka Service Chain n
BO3MO>XHOCTb MUCMOSf1b30BaHUA
L4-L7 cepBucoB pasnnyHbIMun
TEHaHTaMu

* [MBKOCTb N NpocToTa
agMUHUCTpUpoBaHnA (U3-3a
OrpaHNYeHHOCTN PECYPCOB Ha
obcnyxunsaHue

NHPPACTPYKTYpPbI) o
 [Moapep)kka BHYTPEHHUX CPEACTB g
caMmogmarHoCTUKM N BbISIBNEHNS
owmnbok B pabote (Healthcheck,

Device Tracking)

e
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