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SSE or SASE ?

• The “Security Services Edge” 
category was first introduced by 
Gartner in the “2021 Roadmap for 
SASE Convergence” report in 
March of 2021 

• SSE is the half of secure access 
service edge (SASE) focusing on 
the convergence of security 
services 

• Networking convergence forms 
the other half of SASE

Network

Cisco SD-WAN

Security

Cisco Umbrella / 
Secure Access

Cisco XDR

Cisco Duo

та інше…

https://www.catonetworks.com/sase/how-sase-offers-casb-and-so-much-more/
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Cisco DUO

Cisco DUO

Verify the identity of all users and 
the trust of the devices 

before granting access to 
company-approved applications 

Every user.
Every device.

Every application.

Adaptive 
MFA

Least privileged 
access

Device posture
and health

Continuous 
verification

Behavior 
analytics
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Cisco Secure Access

DNS-layer
security

Cloud-delivered
firewall (w/ IPS)

Secure 
web
gateway

Cloud access
security broker

threat 
intelligence

Remote browser
Isolation

Data
loss
prevention

malware 
detection

Combines multiple security 
capabilities into one simple, 

effective, cloud-native service

Cloud-Native service with state-of-the-art cybersecurity capabilities delivered out of data centers
worldwide, interconnected with private and public peerings to provide the fastest route and lower latency.

VPN as a 
Service

Zero Trust 
Network 

Access (ZTNA)



Cisco Secure Access

DNS-layer security
• DNS requests sent  to SSE instead of the ISP's 

DNS server
• Statistical Models and Machine Learning
• The First Cyber Security Check

Cloud-Native to provide Quick Resolution with Unparallel Security

DNS-layer
security

DNS-layer security



Cisco Secure Access

Cloud-delivered firewall with IPS

Cloud-delivered firewall with IPS
• Extends control to non-web, non-HTTP(S) traffic
• Enforces IP, port, and protocol policies
• IPS can do deep packet inspection with minimal 

latency impact

Cloud-Native to Stay ahead of the curve, secure and protect against advanced threats.

Cloud-delivered
firewall (w/ IPS)



Cisco Secure Access

Secure Web Gateway

Secure 
web
gateway

SWG for Safe Browsing
• URL Content Control
• Application Visibility and Control
• HTTPS Decryption

Cloud-Native to ensure that web-based applications and services are used in a secure manner.



Cisco Secure Access

Cloud Access Security Broker

CASB to protect SaaS apps
• Users, 
• Data, and 
• Applications.

Cloud-Native to provide visibility, data protection, compliance and threat protection over SaaS applications 

Cloud access
security broker



Cisco Secure Access

Malware Protection

Malware Protection
• Detect and protect against malicious files.
• Unknown files sent to sandbox
• Malware in motion
• Malware at rest

Cloud-Native to provide up to date and enhanced protection against malware infections

Malware 
Protection



Cisco Secure Access

Data Loss Prevention

Cloud-Native to protect confidential information

Data
loss
prevention

Data Loss Prevention
• Minimize the risk of sharing confidential 

information
• Out-of-band DLP for SaaS apps through API
• Inline DLP supports all applications, sanctioned 

and unsanctioned



Cisco Secure Access

Remote Browser Isolation 

Remote browser
Isolation

Remote Browser Isolation 
• protects against browser-based security threats 

by running websites on a safe, separate virtual 
environment.

• RBI moves the most dangerous part of 
browsing the internet away from the end user's 
machine and into the cloud.

Cloud-Native to provide a 70% reduction in attacks that compromise end-user systems, 
according to Gartner.



Cisco Secure Access

VPN as a Service (VPNaaS)

VPNaaS
• Deliver VPN capability as a cloud-based service
• No hardware to install, maintain, or update
• Easily connect users and things to any private 

app, any port, any protocol

VPN as a 
Service

Traditional VPN

VPNaaS



Cisco Secure Access

Zero Trust Network Access (ZTNA)

ZTNA
• Identity and posture-based access and Least 

privileged access to private applications
• Client-based ZTNA (managed devices)  and 

Clientless (unmanaged devices)
• No public exposure of applications

Zero Trust 
Network 

Access (ZTNA)

Traditional VPN

VPNaaS

Unified ZTNA + VPNaaS



Cisco Secure Access

Threat Intelligence

Threat 
Intelligence

Threat Intelligence
• Hundreds of full-time threat researchers and 

data scientists
• Artificial intelligence algorithms to detect 

abnormal behaviors
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Cisco Secure Client

SASE

Zero Trust

EPP/EDR

XDRCisco Secure
Client

VPN

Posture

AMP4E

Orbital

Network visibility module

Umbrella

Duo*

Cisco XDR

*Інтеграція DUO до Cisco Secure Client планується в майбутніх версіях



DEMONSTRATION


