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Networks We Used To Build - Historic Traffic Flows

Led to the age of perimeter-based security and networking

Internet
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Single, on-premise security stack
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What Has Changed?

Problems:

« Bandwidth requirements

« Application Performance
(Latency)

« User experience

» Costs

« # Tools/Vendors

« Cyber Security efficacy

cisco

HTTPS Decryption

Protection of Remote
Users

Security Updates
Complexity/Alarm fatigue

Experts’ shortage

S aa S salesforce

J office365  Google Apps

TRAFFIC

Internal 20% @
Internet 80% D
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Internet i
Private DC % AAzure APpS
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_
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Network & Security transformation

Centralized Decentralized

Internet/
cloud

Simple, Agile,
Flexible Performance

Exceptional User Experience
State of the Art Cyber Security
Reduced Total Cost of Ownership (TCO)
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66

The enterprise perimeter is no longer a
location; it is a set of dynamic edge
capabillities delivered when needed as a
service from the cloud. ’,

Gartner: The Future of Network Security is in the Cloud,
Neil MacDonald, Lawrence Orans, Joe Skorupa, 2019



Secure Access Serviceg Edge

) / seesi/

A consolidated architectural solution
that provides effective & homogenous
levels of security and network access
for users from anywhere on any
device.



Secure Access Service Edge (SASE) Architecture

Addresses the challenges in cloud centric and hybrid network environments

laaS salesforce
Internet Private DC aws AAzure SaaS G
. . CNN  Linked APPS N~ J office365 GOOgle Apps
What is SASE: GongeCo 5
Cloud Edge
« Combines ]
SD-WAN fabric Extended
° Direct Perimeter
- Security - Enforced at the cloud ntene @
edge
.. : o -
- Network - Optimized routing from e v
anywhere to the cloud = ™
Branch offices HQ Roaming/mobile
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The SSE category was first introduced
by Gartner in the

“2021 Roadmap for SASE
Convergence” report in March of 2021

(where it was named “Security

Secu r|ty Se rvices Edge Sleur;/;?es Edge” with service in the
(SSE): It’s SASE .
without the “A” SSE is the half of

focusing on the
convergence of Cloud Security
Services.

Networking convergence forms the
other half of SASE.

]
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https://www.catonetworks.com/sase/how-sase-offers-casb-and-so-much-more/
https://www.catonetworks.com/sase/how-sase-offers-casb-and-so-much-more/

Why Now?

By 2025, 80% of enterprises will have adopted a strategy to unify web, cloud
services and private application access using a SASE/SSE architecture, up from
20% in 2021.

e By 2025, one-third of new SASE deployments will be based on a integrated
single-vendor SASE offering, up from 10% in 2022.

Gartner: Market Guide for Single-Vendor SASE, September 2022
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Components of Cisco SASE Architecture

Network Security
Cloud Security
¢ ¢ 00 Cisco SD-WAN Umbrella - e e e e
e o o o Viptela or Meraki Cisco Secure Access ¢ e o o o
© o o o Zero Trust © o o o

Duo

Remote Access
Cisco Secure Client

Observability Integrated Management

ThousandEyes Cisco XDR
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Cisco Umbrella : Security Services Edge (SSE) for Internet
access

O Cisco Umbrella

K/
e o DNS-layer Qb’ Cloud-delivered " ie:;re Cloud access
ﬁ security broker

° : i
< ee  security firewall (w/ IPS) /'y gateway

. AR
\:: Interactive Remote browser 101 IData - Cloud
/ threat Isolation 101 0ss i‘ malware
intelligence s e prevention detection

Combines multiple security

capabilities into one simple, Block more threats earlier

effective, cloud-native service
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Cisco Secure Access

Connect to a network 2 Get to work

Internet
apps

SaaS
apps

Cisco Secure Access

Core private
apps

non-standard apps
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Cisco Secure Access

Go beyond core Secure Service Edge (SSE) to better connect and protect your business

Internet
Managed laaS
Endpoint y
.* o DNS-ayer &M  Cloud-delivered I \SNe:;re Cloud access VPNas a awg A Azure
S ee security firewall (w/ IPS) ﬁ security broker Service ~ APPS
Iy gateway Google Cloud
UnManaged a—— Zero Trust
, b 101 Data Malware Network
Endpoint \° Threat cmmm Remote browser I - .
P / intelligence Isolation '. .l. ;Sr?vention iF detection Access (ZTNA) Private cloud
APPS
ooo
ooo
?lm
On Premise,
Users, Combines multiple security
Devices

& Things capabilities into one simple,
effective, cloud-native service

Cloud-Native service with state-of-the-art cybersecurity capabilities delivered out of data centers
worldwide, interconnected with private and public peerings to provide the fastest route and lower latency.
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Cisco Secure Access - Unlocking the power of SASE

ﬁ-: ® &E & B i

Internet / Saa$S

DNS security CD L3/4/7 Secure web Cloud-access
firewall gateway security broker B
(CASE) IPsec
Cloud Trafic AWS/Azure/GCP

Acquisition
, O
, [
Secure Client
Dewce posture

ZTNA MFA
Users Support and health

internet traffic

On-prem DC/Colo
N ——— private traffic

Global Interconnect

Browser

Interconnect Everything Security Everywhere
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SASE Use Cases




Use Case 1 — Remote Workers

No Branch Network
Advanced application experience with comprehensive security

‘tees’ SECURE



Use Case 1 — Remote Workers

No Branch Network

Advanced application experience with comprehensive security

Public / private apps

Browser

VPN

Secure TLS —>

DNS / HTTP / HTTPS

Cisco Secure
Client or browser

Remote workers

Remote access

All ports / protocols
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X J§" gateway broker
& Interactive Remote 101 Data Cloud
/N threat am— [rowser 101 loss = ) malware
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Adaptive Device posture | Least privileged Continuous Behavior
and health access verification analytics
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Gateway
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Public cloud/
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Use Case 2
Secure Edge & Branch Infrastructure
Remote workers

CCCCC



Secure Edge

DIA/DCA

< -
@‘_QO

= mm -

Network edge SD-WAN router

L SD-WAN mesh

_—

v

‘tees’ SECURE

E@

=¥
-
Adaptive
MFA

o

Automation
Orchestration

- G
— <&

Application SLA Native cloud- Integrated multi-
Consistent user based security cloud access
experience Micro- Saa$S optimization
by traffic steering ~ segmentation
and dynamic failover  Identity based
policy

X

Middle Mile
Efficiency

Telemetry and
Behavior analytics

>
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SASE Cases
Study




Use Case 1 — BiaganeHnn aoctyn Ansa
cniBpoObITHUKIB BaHKY

‘tees’ SECURE



SASE ona sigaaneHoro goctyny

Mocnyra AnyConnect

VPN gonAa KepiBHUKIB Ta
IT/InfoSec Ha 6a3si
MiXXMeperKeBoro

eKpaHy Ta cucTemm
asTtopwm3auii Cisco
nonepegHboro
NOKONIHHA

LLlo 6yno o COVID-
19

Mepwwumn etan
2020 p

36inblweHHA

EMHOCTI Ta

BUAINEHHA
cneujianizoBaH
MX NPUCTPOIB

BnpoBaaeHHA
AnyConnect
0219 BCbOTO
6aHKy (2500

CniBpobIiTHUKIB)

PoswunpeHHAa VPN

Opyrnn etan

2021 p

BuKkopuctaHHA
6aratodakTopHOI
ayTeHTUdiKau,ii
Cisco DUO

KoHTposb
IHTepHeT-goCTYNY
MOBiNbHUX
cniBpobiTHUKIB
yepes Cisco

Umbrella 4.
|

2023

BuKopuctaHHA
Bcix nepesar Cisco
Secure Client,
nepesipKa
BiANOBIAHOCTI
KiHLEeBUX
NPUCTpPOIB

[Nepenosi nocayru
3aXUCTY



Use Case 2 — XMapHUM 3aXUCT IHTEPHET AOCTYnNY
dinianis po3noaiNeHOro XonaiHry

*XmapHa crpareria Ta Microsoft Azure
*[MoTpeba 3axucty BiaaaneHNX KOPUCTyBaUdiB Ta KOpUCTyBadiB y Ppinianax
*baraTopiBHeBUI 3aXUCT LeHTPaNbHOro odicy XonaiHry

*IcHYlOTb 0bMeKeHHA ueHTpani3oBaHoro aocrtyny B IHTepHeT ana ¢inianis

(ocobnnso ana 3akopaoOHHUX)

* [leaKi KopuctyBadi MmaloTb NiABULLLEHUIN PUSUK LiZILOBUX aTaK Nig, yac

pob6otu B IHTEepHerTi



Ornap pilleHHA

Secure Internet
Access

atfran]e
CISCO

Zero Trust

Security

Zero Trust Network
Access (VPNaaS)

Integrated SecOps

SD-WAN

Observability

.....

*lHTerpauia Umbrella po Meraki MX

ANA 3axucty ¢inianis

*Cisco Secure Client gna 3axucry

BiaganeHnXx poboumnx micub
*DUO ana 6aratodpakTopKu

*Remote Browser Isolation gna saxucry
KPUTUUYHUX KOPUCTYBAYiB Bij,

IHTepHeT-pU3uKis

*Cisco SecureX K opKecTpaTtop



Cisco Umbrella evolution

OpenDNS
for Business

Umbrella
enterprise

internet security

Cisco acquisition| Cisco Umbrella adds security

functionality

Cisco Umbrella adds SWG,
FWaaS, and CASB
functionality plus SDWAN
integration
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cloud-native,
multi-function security
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