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UT0 ObINO paHbLLE?
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KoprnopaTuBHble CETU CErOAHS — CITIOXKHbIE ...
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PaboTa c MHOXKecTBOM MacwTtabuposaHue
YnpaBneHue PaboTa ¢ pa3nnyHbIMU

MHoX»ectsom VLAN ceTamu

pa3HbIX NOANUTUK - LAN, yBe/NN4YnBaeT C/IOKHOCTb
WLAN, WAN, 1O/ KCnayaTaumum




... NMEIOT MHOXECTBO 3KCMJlyaTaLUNOHHbLIX Npobrem

HapyLLEHU NOSIUTUK U OnepauMOHHbIX Pacxon0B
npaBun nU3-3a NPUXOAMUTCA Ha NOUCK
4yenoBeYyeCcknx owmnbok HEeMCNpPaBHOCTEN U AMArHOCTUKY

O0Ns py4yHoro Tpyaa npu
BHECEHUN N3MEHEHUNN

TpaauumoHHbie cetnt HE TOTOBbI K 6bIcTpbIM TEMNAM pa3BUTUA NoTpebHocTen busHeca



SD-Access

Ha 6a3e SDN-TexHonormm ana kamnycHbix ceten (APIC-EM v2)
Ncnonb3ytowmmn Habop npoaBuHyTbix TexHonorum (VXLAN, LISP, CTS)
KoTopble cnpAaTaHbl «NoA, KanoT» KoMaHAaHoro ueHTpa (DNA-C)

[ns ynpouweHns poneBoro Aoctyna u cermeHtauumn cetn (RBAC)
C noHMMaHMeM KoHTecTa aoctyna v npeaycnosuin (CBAC)

YTo AacT BO3MOXKHOCTb NoayunTb 6onblie ot cetu (Cisco Catalyst)

C MmeHbLNM KonunyectBom ycunun (Cisco Validated Design)
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[1na koro none3eH SD-Access?

Bonbwune ENTERPRISE grade cetn

C pa3npenenéHHon GUINanbHOM CTPYKTYPOU

C TpeboBaHuamM no UB (BHYTpeHHWI/BHeLWHMN compliance)

[ne ecTb HEOBXOAMMOCTb aBTOMATU3ALUM N YNPOLLEHMUS

[Ae eCcTb OrpaHUYEHMs KoMYecTBa NepcoHana Ha obcnykmBaeHmne

ke wnheE
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SD-Access g

DNA Center — Service Components
T T Y

9 ]
- DNACenter 1.0

Design | Provision | Policy | Assurance

Cisco ISE 2.3 Cisco APIC-EM 2.0 i Cisco NDP 1.0

Identity Services Engine i App Policy Infra Controller — EN Module | & Network Data Platform

Cisco Switches | Cisco Routers | Cisco Wireless
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YTto «non kanotom» SD-Access?

U Ha6op codra:

- Beb-mHtepoeliic (DNA-C) Ha 6a3e SDN-KoHTponnepa (Cisco APIC-EM v2)
- Cisco ISE pnA KOHTPO/IA PO/IEBOTO M KOHTEKCTHOIO AOCTYMa K CeTH

- NDP gna moHUTOpUHra

- [onuma] StealthWatch ana moHuTopuHra (Bkntoyan ETA) u Rapid Threat Containment (RTC)

1 CosmecTumoe xeneso:

- [loppepKa LISP

- [loppepxka VXLAN

- Noppepkka SGT enforcement

- Noppeprxkka Campus Fabric

- [loppepxka VRF

[pekomeHgyeman onuua] ObopyaoBaHMe co3gaHHoe ¢ 3aaenom Ha SD-Access (Catalyst 9k)

 Cisco Validated Design
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Design-Guide-2017AUG.pdf
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https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Design-Guide-2017AUG.pdf

UTto Takoe cpabpuka?
[Touyemy “Overlay”

PasgeneHue WMH KOMMYTaLMKU U CEPBUCOB

MpocToi TpaHcnopT M6KOCTL BUPTYanbHLIX CEPBUCOB
dnsnyeckmne yCTpOI7|CTBa N coeauHEeHns MoOUNbHOCTb — OTCNEXMBAHNE KOHEYHbIX
WMHTennekTyanbHas 06paboTka nakeTo YCTPOMCTB B TOHKaX NOAKMOHEHMS
MakcManbHas 0OCTVAHOCTb MaCLIJTa6VIDOBaHI/|e — CHMXXEeHWne Harpy3ku

A y Ha A40p0o

npOCTOTa N ynpasriiemMocTb PacnpeneneHve qyHKUMIA B CTOPOHY AOCTyna/rpaHuLbl

MBKOCTb N NpOrpaMmMmpyemMocTb

CHWXeHne Yncrna Tovek NPUMEHEeHnA ycvu'wu7|
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SD-Access (L]

Campus Fabric + Automation & Assurance \

\\\\\\\\\\\\\\\\\\\\\\\\\N\Q\\\\\\\\\\\\\\\\\\\\\\\\\\\\

« SmartCLI| Macros  Programmable APIs « DNA Center GUI
« Simple User Inputs « NETCONF / YANG « Cross-App REST APIs
* Customized Workflows « Automated Workflows e Automated Workflows

Box-by-Box Management

 Box-by-Box Management . + Centralized Management/
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YrnpouleHne Yactu cetn go eanHom «pabpukm»

Virtual Networks

Cornirol FEme

S '
‘ Original IP Packet or L2 Frame \

Outer/Transport VXLAN Header
IP-UDP Header

zi2 FEre

Underlay Network
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N3 yero coctont pabpuka SD-Access? ¢=a

Fabric Roles & Terminology

.

B DNA
T AR e Controller
Services g e

~~~~~~ ISE NDP
______ ‘@ @ P Analytics
: Engine
[ Fabric Border }-== ..... Q Fabric Wireless
Nodes B Controller
o
_ < Control-Plane |
Intermediate . Nodes
Nodes (Underlay) | ==
e
Campus
Fabric Edge | Fabric
Nodes S Aatan

.

DNA Controller — Enterprise SDN Controller
(e.g. DNA Center) provides GUI management
and abstraction via Apps that share context

Identity Services — External ID System(s)
(e.g. ISE) are leveraged for dynamic Endpoint
to Group mapping and Policy definition

Analytics Engine — External Data Collector(s)
(e.g. NDP) are leveraged to analyze Endpoint
to App flows and monitor fabric status

Control-Plane Nodes — Map System that
manages Endpoint to Device relationships

Fabric Border Nodes — A Fabric device (e.qg.
Core) that connects External L3 network(s)
to the SDA Fabric

Fabric Edge Nodes — A Fabric device (e.g.
Access or Distribution) that connects Wired
Endpoints to the SDA Fabric

Fabric Wireless Controller — A Fabric device
(WLC) that connects Wireless Endpoints to
the SDA Fabric
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SD-Access Fabric

Key Components — CTS

1. Control-Plane based on LISP
2. Data-Plane based on VXLAN




SD-Access Fabric

Key Components — VXLAN

1. Control-Plane based on LISP
2. Data-Plane based on VXLAN

ORIGINAL
ETHERNET IP PAYLOAD N
ETHERNET IP UDP LISP P PAYLOAD EggKET IN
PACKET IN
ETHERNET IP UDP UXLAN  ETHERNET IP PAYLOAD UL

-

Supports L3
Overlay

Supports L2
& L3 Overlay
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MacwTtabunpyemasa mapwipytmnsauma LISP

Prefix RLOC
192.58.28.128 ...171.68.228.121
LISP DB + CaChe 189.16.17.89  ...171.68.226.120
22.78.190.64  ...171.68.226.121
* MeHbLe Tabnuua n Harpyska CPU 172.16.19.90  ...171.68.226.120
* PaspeneHue ldentity n Location ggggggig ﬁggg;gﬁ
189.16.17.89  ...171.68.226.120
22.78.190.64  ...171.68.226.121
172.16.19.90 ...171.68.226.120
Prefix Next-hop 192.58.28.128 ...171.68.228.121
189.16.17.89  ...171.68.226.120
22.78.190.64 ...171.68.226.121
172.16.19.90 ...171.68.226.120 .
192.58.28.128 ...171.68.228.121 Flexible
- .
- Mapping
e Database

Prefix Next-hop -

189.16.17.89  ...171.68.226.120 g

22.78.190.64  ...171.68.226.121 -

172.16.19.90  ...171.68.226.120

192.58.28.128 ...171.68.228.121
Prefix Next-hop

- - 189.16.17.89  ...171.68.226.120
22.78.190.64  ...171.68.226.121
172.16.19.90 ...171.68.226.120
192.58.28.128 ...171.68.228.121
TonbKko Local Routes

B Topology Routes
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Locator / ID Separation Protocol

LISP Mapping System

LISP “Mapping System” no aHanornmn ¢ DNS 3anpocamu

— DNS resolves |P_Addresses for queried Name

Answers the “WHO IS” question

Host

[ Whoiis lisp.cisco.com ] ?

0

I

DNS
Server

[ Address is 153.16.5.29, 2610:D0:110C:1::3 ]

DNS
Name -to- IP
URL Resolution

— LISP resolves Locators for queried Identities

Answers the “WHERE IS” question

LISP
Router

[ Where is 2610:D0:110C:1::3]?

S—=6

LISP Map
System

[ Locator is 128.107.81.169, 128.107.81.170 ]

LISP
ID -to- Locator
Map Resolution
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Campus Fabric o
Endpoint ID Groups — A Closer Look

Stretched Subnets allow an IP subnet to be “stretched” via the overlay

« Host IP based traffic arrives on the local Fabric Edge
SVI, and is then transferred by Fabric

« Fabric Dynamic EID mapping allows Host-specific
(/32, 7128, MAC) advertisement and mobility

» Host 1 connected to Edge A can now use the same
IP subnet to communicate with Host 2 on Edge B.

* No longer need a VLAN to connect Host 1 and 2 for IP



3aronosok VXLAN e

48

MAC-in-IP Encapsulation

14 Bytes h
15 »
(4 Bytes Optional) 72
2
16 p 20Bytes
32
| Src RLOC IP Address |
32
) | Dst RLOC IP Address |

.78 Byte!s- “*-...| Hash of inner L2/L3/L4 headers of original frame.
T Enables entropy for ECMP load balancing.

"1 uppa7se

Allows 64K
possible SGTs

= & Bytes

Allows 16M
possible VRFs

Overlay Underlay
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Campus Fabric éod

Endpoint ID Groups — A Closer Look

Layer2 Overlays allows Non-IP hosts to connect Broadcast & Multicast

e Similar principle and behavior as Virtual Private LAN

Services (VPLS) P2MP Overlay @
* Uses Multicast in the Underlay to setup a P2MP Tunnel
i
AT
L2

between remote Fabric Edges.

* L2 Broadcast and Multicast traffic will be flooded to all
connected Fabric Edges.

* Can be enabled for specific Host Pools that require L2
service (use Stretched Subnets for all others) @ @ @

e O 7 )

Overlay



Cisco TrustSec w7}

[1Ba cnocoba Ha3Hauntb SGT MeTKy

Dynamic Classification Static Classification
@. L3 Interface (SVI) to SGT L2 Port to SGT
-.. &
".fel* 1 [

Campus

Access Distribution Core DC Core DC Access

Enterprise
Backbone

WLC Firewall Hypervisor SW

VLAN to SGT Subnet to SGT VM (Port Profile) to SGT

SRR
SR
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Cisco TrustSec o)

PacnpocTtpaHeHne u npumeHeHmne nonntuk CTS

; SXP
Heterogeneous WAN
L2 / L3 Networks B
User Switch Switch Router Router Firewall DC Switch Server
Classification SGFW Classification
SGT over Fabric SGT over VPN SGT over Fabric
TrustSec Capable WAN
L2 / L3 Networks S
User Swntch SW|tch Router - Router Firewall DCSwitch"'.'Server
Classmcatlon SGACL SGACL SGACL SGFW SGACL Classification
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SD-Access Fabric ol

Scalable Groups — A Closer Look

Scalable Group is a logical ID object to “group” Users and/or Devices

*  CTS uses “Scalable Groups” to ID and assign a unique
Scalable Group Tag (SGT) to Host Pools

* Nodes add SGT to the Fabric encapsulation

* CTS SGTs used to manage address-independent “Group-
Based Policies”

* Edge or Border Nodes use SGT to enforce local Scalable
Group ACLs (SGACLs)
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SD-Access —
roe nogaepKnBaeTcs?



CemenctBo KommyTaTopos Catalyst 9K

Catalyst 9400
MogaynbHbIn gocTyn

Fmannseeteny

-------

Catalyst 9300
Lead Fixed Access

Catalyst 9500
Lead Fixed Core

EauvHoe MO, BO3MOXHOCTU, NIULIEH3NPOBaHue

UADP 2.0
Cisco I0S® XE Software
SD-Access

x86 CPU and containers
Encrypted Traffic Analytics
(ETA)*
AES256/MACSEC256*
Trustworthy systems
StackWise® Virtual*
IEEE1588 and AVB*
NBAR2

Perpetual/fast PoE

Model-driven
programmability

Patching/GIR
Streaming telemetry*
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SD-Access — nogaepxka Ha obopygoBaHnu

Subtended
_Swichin
v

AIR-CT5520
o i
AIR-CT8540
1
» :
Wave 2 Aps

(1800, 2800,3800)
/ 2960-CX
§ 3560-CX

Wave 1 Aps
Catalyst 3850 and 3650 (1700, 2700,3700)*
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SD-Access — Edge Node

[Mogknto4yeHne KIMeHToB

« Catalyst 3650/3850 « Catalyst 9300 « Catalyst 4500 « Catalyst 9400
« 1/MGIG RJ45 « 1/MGIG RJ45 *  SUup8E/9E (Uplinks)  SuplE
« 10/40G NM Cards  10/40G NM Cards * 4700 Cards (Down) * 9400 Cards

 |OS-XE 16.6.1+ IOS-XE 16.6.1+  |OS-XE 3.10.1+ « |OS-XE 16.6.1+

= |
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SD-Access — Control-Plane

Catalyst 3K Catalyst 9500 @ Catalyst 6K ASRI1K & ISR4K

« Catalyst 3850 « Catalyst 9500 « Catalyst 6800 « ASR 1000-X/HX
« 1/10G SFP+ « 40G QSFP e Sup2T/6T « ISR 4430/4450
« 10/40G NM Cards « 1/10G NM Cards  6880-X or 6840-X « 1/10G/40G

« |OS-XE 16.6.1+ « |OS-XE 16.6.1+  10S 15.5.1SY+ « |OS-XE 16.6.1+

e
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SD-Access — Border Node

NHTerpaumsa ¢ Apyrumm aoMeHamm

Catalyst 3K Catalyst 9500 Catalyst 6K

+ Catalyst 3850 + Catalyst 9500 + Catalyst 6800 * ASR 1000-X/HX *  Nexus 7700
* 1/10G SFP+ + 40G QSFP e Sup2T/6T * |SR 4430/4450 *  Sup2E

« 10/40G NM Cards  10/40G NM Cards 6880-X or 6840-X . 1/10G/40G e M3 Cards

* |OS-XE 16.6.1+ « |OS-XE 16.6.1+ * 10S 15.5.1SY+ e |OS-XE 16.6.1+ « NXOS 7.3.2+
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SD-Access — Fabric Wireless

[MogkntovyeHne 6ecnpoBOAHbIX KITMEHTOB

5500 WLC 8500 WLCE Wave 2 APs Wave 1 APS

| B /o

« AIR-CT5520 « AIR-CT8540 « 1800/2800/3800 « 1700/2700/3700
* No 5508 * No 8510  J1lac Wave2 APs * 1lac Wavel APs*
« 1G/10G SFP+ « 1G/10G SFP+ e 1G/MGIG RJ45 « 1G RJ45

« Aire0S 8.5.1+ « Aire0S 8.5.1+  AireOS 8.5.1+  Aire0S 8.5.1+
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Cnacubo
3a BHUMaHue!




