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TrapX DeceptionGrid — oCHOBOMOMOXHUK
HOBOM NpPOAYKTOBOM KaTeropuu Gartner

The current information security market has many categories of services and software. In 2014 worldwide
information security spending reached almost $71.1 billion per Gartner Group.* This includes worldwide
security software revenue which in 2013 totaled $19.9 billion.* Many of these existing services and
technologies are integrated into your operations today. A new category, Deception Technology has emerged
with the launch of new produets such as TrapX Security’s Deception Grid™.

Deception Technology allows vour eyber defense team to detect the most sophisticated attacks to include
advanced persistent threats (APTs) and zero day events in real-time. In July, 2015 Gartner Group noted that
by 2018, 10% of enterprises will use deception tools and related tactics, and actively participate in deception
operations against attackers. They further noted that deception as a defense strategy against attackers has
merit and it can be an attractive new capability for larger organizations desiring advanced threat detection
and defense solutions.*

Deception - #3 B Top Technologies for Security B 2017
(http://www.gartner.com/newsroom/id/3744917)
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BonHa — 3TO NnyTb oOmMaHa

“BoliHa — amo nymb obmaHa.
[loasmomy, daxe ecrniu mbl criocobeH,
rnokasbieau MPOMUBHUKY C80/0
HecriocobHocmb.  Koeda  Oo/mkeH ppraif

ggecmu 8 bou ceou  cusbl,

uenb 6nu3ko, rnokaswieali, 6yOmo oHa -
darneko:; Ko20a xe oHa =~
delicmgaumeribHO 0Oarnieko, co3dasau
grieyamreHue, Ymo oHa b6r1u3Kko.”

CyHb Li3bl, UcKyccTBO BOMHDI

ALL WAR IS BASED
ON DECEPTION

oLty i cor BTT 8T 560 - SUN TEU
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OcHoBHbIe haKkTbl 0 KoMnaHuu TrapX

) TrapX ( ) — OOMH 13 MUPOBbLIX NNOEPOB B 0061aCTU CUCTEM aKTUBHOM Knbep-
3aWwnTbl Ha Ba3e ceTeBbIX JIOBYLIEK (MCEBOOYS3BUMbIE CEPBUCHI/YCTPOMNCTBA)

) OcHosaHa B 2011 rogy B Mapaune.

) Bornee 250 3aKa3uuKoB Mo BCEMY MUPY

) B 2017 Bbiwna yXe ver.6 npoaykra

) OcHOBHble nuBectopsbl — Intel Capital 1 BRM (nHBectopbl CheckPoint)

"I GOLDEN BRIDGE CYBERSECURITY
Bes 2 Besg I AWARDS Excellence Awards
mBIZ1 inBlZ‘l a] ~ The most
AWARDSS AWARDS 6 al innovative product
th, wmma/ b an . .

P B N WINNER
v/ JLl- =R ‘ ml Jﬂ |ausmsss WORLD W

CYBERSECURITY

Excellance Awards

Gartner 2015 CYBERSECURITY e
Coovendor pangt o U [0 e

I WINNER

W
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https://trapx.com/

CoBpemMeHHoe cocTtossHue Ub

[MpaBunbHbIM Bonpoc HE «Moaym nu e3nnomamsb Moo cemb?», A
«Kmo u kak ee e3noman? Kak 0os2o0 oH/oHU 8 MOoelUu cemu U 4Ymo
OHU YXKe ycnesnu coeslamb?»

TpaaULMOHHBLIN noaxoa MpoakTMBHbLIM Nnoaxon

- dOKYCHPOBKa Ha 3aLUMTHBIX - [lpuHATHMe paKkTa, 4YTO yCchneLluHble
NHCTPYMEHTax aTtakm Hem30eXHbl

- PearmpOBaHme nocne - nOCTpoeHVIe cuctembl Vb ncxoad
NHUMOEHTA N3 3TOTO

- BonbLuoi NoToK MHopMaLmMK -  dokycmpoBKa Ha MakCcumarsibHO
N NOXHbIX cpabaTbiBaHUN ObICTPOM OGHapyxeHun aTak

Puck ycnewHon APT atakmn ecTb Bcerga

e
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TrapX DeceptionGrid

PelwieHne Ons Tex 3akas3vyMKoB, KTO He Xo4yeT/He unmeer
npaBa MNPUHMMATb HA Cebsi PUCKU CBHA3aAHHbIE C
ncnonb3oBaHnem 0-day ys3BMMOCTEWM U HanpaBneHHbIX
aTak:

YXe ncnonb3yoT:
- MwuHuctepcTBo 060pOHbLI N3pannga

- HauwuoHanbHas nonuuna Uspanns

- HauwuoHanbHbi baHk U3panns

-  ®oHpoBasi bupxka Tenb-ABuBa

- UeHTp spepHbIx nccnegosanuin Haxanb-Copek (M3pannb)

- Tenekom-cektop: Bezeq (kpynHenwmn ISP W3paungs), Telemax
(Mekcuka), American Mobile (CLUA), NTT (AnoHuns)

- A Tak xe: BBC, Motorolla, RenaissanceRe, Unilever

e
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TrapX DeceptionGrid

CeHcopHaa ceTb ansa paHHero obHapyxeHusa APT n 0-day
yrpo3, Ha 0a3e «ycrioBHO ysA3BUMbIX» ceHcopoB (1K,
cepBepbl, CeTeBble YycTpoucTtBa, npunoxeHuda, SCADA
/POS /ATM /loT-ycTpomncrea), KoTopas No3BOSISAET:

- BbICcTpO OGHapyXuBaTb yCrellHble ataku He3aBUCUMO OT
TOro, Kakme ya3BMMOCTU/MHCTPYMEHTbI UCMONMb3YHTCS

- 3amepnATb Xo4 artakM C MOMOLWbID TEXHUK aKTUBHOW
ne3vHgopMaLumy atakyoLen CTOPOHbI

- ABTOMaTU4YeCKMU noaaBnATb artaku Ha aTane
pacnpoCTpaHeHns 3a cuYeT uHTerpaumm c gpyrmmmn  Ub-
pewweHnamu (NAC/SIEM/AV)
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AHaToOMMSA LerieHanpaBfieHHOU aTaKu

ODOCTWMXEHWE LLEN EV NOATOTOBKA
* XULLEHWE KNIDYEBON * BbiseneHwe Lenu
MHPOpMaLMK f\ « C6op MHdopmMaL K
* A3MeHeHWne faHHbIX » Pa3paboTka cTpaTternu
* MaHunynaumm c 6UsHec \ J » Co3gaHue cTeHpa
npoueccamu ’u » Pa3paboTKa UHCTPYMEHTOB
» COKpbITWE cNenor
* To4ka BO3BpaTa
Das3bl
LleneBoOu
PACIMPOCTPAHEHUE aTaku NMPOHUKHOBEHWE
* 3akperiieHue * TexHWKM 06x04a CTaHAAPTHBbIX
» PacnpocTpaHeHue CpeAcTB 3allMThl
» O6HoBNEeHue * JKCNyaTaumsa ya3BUMOCTEN
* [lonck knoyeBon * CouuanbHas nHxeHepus
MHGOpMaLIMN 1 METOAOB * KOMBUHUPOBaHHbIE TEXHUKM
JOCTUXEHKNs uenen * VIHBeHTapu3auus ceTu
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Endpoint Lures

Tokens

Network Traps

Medium Interaction

Full OS Traps
High Interaction

...no

ApXUTEKTypa pelueHus

: - : . Token Malware Redirection
: : : *  Attacker Activity Alerts
Lﬁd Lﬁd tﬂ Automated Trap Redirection
Qrrrrrrn - - - *  Network Intelligence
Automated loC Collection
Ecosystem Integration

-—
O

Alerts on Fake Assets
are 100% Accurate

: ) A
e-.' _._.“’ “ TrapXNetwark

Intelligence Sensor
— C&C Threat Intel and Detection

@ ‘ TrapX AIR

Automated Incident
Prioritized o @

Response Module
Alerts »

=T ®

@ Security Partner
Recirculating for Deeper Deception

Ecosystem

aorreene"

TrapX Security
Operations Console
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ApXUTeKTypa pelieHus
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NMpyHUnnN paboThbl

Firewall

Sandbox

Botnet |E3
d— Detector [Bng
—|

==

TrapX

i SPAN or TAP
Appliance or

* "H AKOHCONb & * ic~uku (CeHcopbl) * ABTOMaTMYeckui static &
ylipaosi€HUs *Bc*:~t Detector dynamic aHanu3

* or-site/clouu e virtual/physical * ABTOMmaTuyeckme Tier 3

*, I TUKA 4 < 19r2nsic oT4yeTbI

FalC/icAOBT. v | e onsite/cloud /

Malware
Traps
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PyYyHKLMOHAN "

NMpuMmaHku

e%@é’

SR=21

Drive Mapping
Browser History
Browser Credentials
Browser Bookmark
Hosts
ODBC
Putty
AD
JToXHbIW Tpaduk

Peakuus Ha CKaHunpoBaHue

BO3MOXHOCTM NTOBYLUEK

JloByLiKK
IMynaumm

= Windows () Voip === Router
2 swit €) Med

7T
SWIFT,

ﬁ Linux
(& Macintosh() Scada @ 10T

[MpOTOKOSIbI U CEPBUCHI

SMB FTP AD Web DNS RDP
WMI SSH Mysqgl Mssql Telnet SNMP
TFTP SIP  POS Modbus DNP3 Bonjur
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IononHutenbHbIe BO3MOXHOCTMU

Botnet Detector Automatic Incident Response
UHCTpyMmeHTOAg UCccnenoBaHUA
‘X o
noAo3puTeibHb /’pa6o-w|x CTaHuM  AHanu3 ncxogAuLero TpadurKa u
N £ 9
N BblABNEH noao3puUTesibHbIX O0b6Hapy*KeHue coeauHern C

npou,eccosl lel?l / HacTpoek/  C&C cepsepamu, Darknet coeanHeHui
KIto4en mn 1.n.

Automatic Forensics Reports CryptoTrap
Jltoboe B3aMmoaencTBme C TOBYLLUKOM

(ceHcopom) BbI30BET OnoBeLleHNe
O6Hapymj|m13n0KMposaHme B KOHCO/1b, NOYTY), )
«wundpos _E.IJ.I,_MKOB» JTtobon ncnonbs »Q 1 Koa, malware
aBTOMaTUYeCKMN alaauanpyerca B
«NEeCcoYHULE

UQ

v
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JKOocUuctema

NAC

NHTerpayma c NAC

no3sosifaeT nsonnposatb MK el w portnox-
ForeScout

nnn 6NoKnpoBaTb TPaPUK

boundlessly smart

Response & Sandbox NHTerpauyna c
S MacAfee EPO no3sonsaer

\W) I / ‘) o 6/10KMpoBaTb aTaKu Ha
U ( , KOHEeYHbIX TOYKaX.
NuTerpaumna ¢ Sandbox

CJ'IY)KI/IT MCTOYHUKOM
SIEM Mo3BOJIAET NPOBOANTD

BbICOKOKayecTBeHHOM

MHbOopMaLMK A L\rc&ghf{ SplunIQMHaMMHeCKMVI aHanu3

SIEM \W) yrpo3
Radar
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ApantTuBHas 3awuTta ¢ Cisco ISE

TRAPX

SECURITY

DeceptionGrid

JloByWIKN 1 Mapkepsbl
npenocTaBnsoT
NOSTHYI0 MH(popMaLMIo
O AEeNCTBUAX BHYTPU

cetu

[NenctBus no afialie  coa
CcOEePXMUBAHUIO CISCO.

yrpo3bl 13 Identity Service
TrapX TSOC Engine

NoeHTndpuumposaHHbIn
BpedoHOCHbIN IP
nepenaetcs B Cisco
ISE ans panbHenwero
pearnpoBaHus

Quarantine

o
(&) R
o

N\

€ N

Dynamic ACLs
Increase Inspection
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[lpenmMyLlecTBa pelueHus

O PekTNBHO OOHapPYXMBAET aTakn, HE3ABMCUMO OT UX TUMa

O6Hapy>XeHMe CKPbITOM aKTMBHOCTU aTaKyloLWMX 3a CYET aHanm3a He TOMbKO
«BepTUKanbHOro», HO N «east-west» Tpadmka BHYTpU 1 Mexay vlan-amu

YpoBeHsb false positive — 6rm3ok k 0

ABTOMaATUYECKNN CTaTUYECKMA W OWMHAMUYECKUM aHanmM3 MCrnosib3yemMoro
3roymbiuneHHukamm MO

He ncnonb3yeT areHToB N He OKa3bIBaeT BINAHUA Ha paboTy nonb3oBaTenien u
NT-cepBucos

He TpebyeT wu3MeHeHMW B CETEBOW TOMOMNOrMKM WUNU  paguKanbHOW
nepeHacTponKkn obopyaoBaHUs

N N N NN NN

Bo3amMoXHOCTb uHTerpaumm ¢ cywectsyrowmmn peweHnamm VIb ot McAfee,
Palo Alto, Cisco n apyrux npovmssoguTtenemn
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BebO-KOHCONb
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DBS_5 on eth2:1 (10.5.3.183)

Co3aaHue NOBYLUKMK

|¥

Workstations Ll Version

Windows Station Version Microsoft Windows Server 2008 R2 v

Mac

Host Name Configuration
)
Servers =4
s Host name DC-77
e Windows Server
_ Domain name DEMO

Linux Server
loT Devices s Emulation Profiles

Point of Sale .

= AD Upstream IP Configure ..l
Networking X
Custom Ports

WolP Device

T = FTP Spin Data FTP Banner, User Credentials Configure

Cisco Device MSSQL Proxy, Upstream I?, Port
Medical Q;V)

= RDP Proxy. Upstraam IP, Upstream Port. Upstream Full OS Configure
PACS Viewer
i = SMR Pravvy Snin Nata Share Fnlders | lsar Cradantialc Confiniira | =
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AHanunsaTtop coobITUN

Event Analyzer | Attack Visualization Forensics Event Correlation Monitor Event Workflow
Type EventID Event type Attacker hostname Attacker IP Trap name Protocol Port Start time
Trap N All v All All ¥

Your search criteria returned the following results:
ID Svr Type Attacker hostname Attacker IP Trap name Protocol Port Proxy Start v Duration

13 Interaction 10.200.12.95 10.200.12.95 Cisco HTTP 80 17.11.2017 13:07:38 01:30 min

12 Interaction 10.200.12.95 10.200.12.95 Cisco SSH 22 17.11.2017 13:04:07 02:32 min

11 Connection 10.200.12.95 10.200.12.95 WInSRV3 RDP 3389 17.11.2017 13:03:30 01:56 min

10 Connection 10.200.12.22 10.200.12.22 Cisco SSH 22 16.11.2017 11:35:50 00:11 min

9 Interaction 10.200.12.179 10.200.12.179 app01_MT HTTPS 443 15.11.2017 11:18:28 0L:11 min

8 Interaction 10.200.12.179 10.200.12.179 app01_MT HTTP 80 15.11.2017 11:18:14 01:01 min

7 Connection 10.200.12.22 10.200.12.22 Cisco SSH 22 15.11.2017 03:15:10 00:11 min

6 Connection 10.200.12.22 10.200.12.22 Cisco SSH 22 14.11.2017 16:14:16 00:10 min

5 Connection 10.200.12.22 10.200.12.22 Cisco SSH 22 13.11.2017 10:12:32 00:10 min

4 Connection 10.200.12.22 10.200.12.22 Cisco SSH 22 10.11.2017 18:38:38 00:10 min

3 Connection 10.200.12.22 10.200.12.22 Cisco SSH 22 09.11.2017 19:54:50 00:10 min

2 Interaction 10.200.12.245 10.200.12.245 LinSRV1 SSH 22 09.11.2017 11:43:08 01:42 min

1 Interaction 10.200.12.245 10.200.12.245 Cisco HTTP 80 09.11.2017 11:3%57 01:34 min
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HeTtanbHaa nHdopmauus

Your search criteria returned the following results: Delete all

ID Svr Type Attacker hostname Attacker IP Trap name Protocol Port Proxy Start v Duration
Attack Highlights (5
t Attacker B2 Attack vector: WMI 135 Connection 6
Host name: 10.5.4.99 RPC-WMI ;
P Address: 10.5.4.99 Full OS Trap Login 2 | |
Port: 35062 Mame: winsrv_FOS
0 Regist 4
Login: WINSRVTRX\Administrator P address 1053190 =Y
Start: 14.05.2017 09:01:28 05: Microsoft Windows Server 2012 R2
) ) WHI 1
Duration: 00:10 min
Attack Details
Category: All S Action: All % Contains text O3l 3§ JsonN ¥ PCAP 13/13 Events
14.05.2017 09:01:28 Connection Establish Connection 10.5.3.190:135 (RPC-WMI)
14.05.2017 09:01:28 Connection Establish Connection 10.5.3.190:135 (RPC-WMI)
Create Registry Key Key: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nsi\{eb004alc-9b1a-11d4-9123-
14,05.2017 09:01:33 Registry
0050047759bchS
Create Registry Key Key: HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\ControlyNsi\{eb004alc-9bla-11d4-9123-
(©)] 14,05.2017 09:01:33 Renistrv | _lll
»
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AHanu3 Malware

Malicious13.exe PSEXESVC.exe viking.exe
Details Resources and sections
Event 1D 12
Ewvent name MR
Timestamp 28.112017 14407:50
File size 131177
File type PE3Z executable (GUI) Intel BO3EE, for M3 Windows
File MD5 A68fb1462ecfiBblcch? deSfeb75ddb
File SHAL B04253220ab390bT97435:T 0l decT 3944d7 920
File ssdeep 1536vElpATNIOPSp0ObIEn43 GYRGILRmT 7 3zL/ARVEN Sy Sxazfib MvEHATMEMILZ b2 DOl e Sy Sy DM
File date (54058161 [Twe Sep 2 12:00033 2014 UTC]
File EF Te0TEFE et 04
Outbound Connection smb10.200.12.184
File CRC Clzimed: ;22%8e, Actusl- tn2a3af [SUSPICIOUS]
File packers MR
TLS callbacks MR
—ttpSendRzguestd
Suspicious alerts merngtizadFils
mermetionnectd
Version info LegalCopyright: "xz3 2014 Sogou.com Inc. All rights reserved. IntemalMame: SogouPy CrashRpt FileVersion: 7.2.1.3307 CompanyMams: Sogou.com [nc. ProductMame: w4
AV References MYA S NEA
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Busyanusauma ataku
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AbcMotoros5_MT

2

10.0.0.155

®

10.0.0.50 WayneEnergy MT
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»

Overview
567 Events / 9 Attackers
9 Infection
10 Interaction
O 4 Reconnaissance

® 204 Connection

B 340 Trojans & BotCC

T T I
Sep’l7  Oct'l7 Nov'17 Dec17

Outbound Ml Internal
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BuiBOObI

* AHanus ropusoHTanbHoro Tpadguka BHyTpu VLAN-0B

 [lpakTnyeckn MrHoBeHHoe ObHapyXeHne 0encTBUn 3110yMbILLNIEHHUKOB
* AHann3 NMHUMAOEHTOB N UCMONb3YEeMOW CTpaTerMm 3noymMblLLUNEeHHMKa

« Cucrtema npocTa BO BHEOQPEHUN

* HeT Heobx0aMMOCTU B KakKnX TO rnobanbHbIX NepecTpomnkax nnm
pPeKoHUrypaummn ceTu.
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Cnacubo
3a BHUMaHue!




